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Multiprotocol Label Switching, more commonly referred to as MPLS, was defined in the late 1990s
as a traffic engineering mechanism to replace IP over ATM in Internet backbones. Since then,
others uses of MPLS in the Virtual Private Network (VPN) arena have emerged. For example, the
economy and usefulness of MPLS VPNs have recently become apparent to a wide audience as
demonstrated by the thousands of customers now using it for their wide-area networking solution.

Today, from just one service provider, customers can get IP Quality of Service (QoS), multicast, extranet
“e-commerce,” and VolP via flexible IP networking—and all with the same security level of Layer
2 networks. But, until recently, few have been able to effectively articulate or demonstrate why
MPLS VPNs can be an important addition to a company’s arsenal of competitive weapons. These
implementations, while not directly related to specific customer-facing VPN service, have allowed
providers to accumulate detailed operational experience in the MPLS realm, experience that is now
being leveraged for customer-facing service offerings.

MPLS is one of the newest networking technologies, providing for an ever-growing list of business
benefits. This paper will focus specifically on the use of MPLS in support of IP VPNs.

Overall, the deployment of an MPLS VPN into an enterprise network can greatly improve the total cost
of ownership (TCO) helping reduce capital expenditures and operational complexity, and develop a
simplified network infrastructure.

MPLS VPNs are also the platform of choice for carrier-based VolP, multicast, and other value add services,
which are difficult for an ordinary Layer 2 network to provide. As an MPLS VPN offers any-to-any
connectivity amongst sites in a VPN, it provides inherent disaster recovery capabilities because sites
use IP routing and not the predetermined logical links used in Layer 2 VPN deployments. Frame relay
is a good example. An MPLS VPN offers a great migration path for frame relay users who can leverage
existing network infrastructure and resources to create next generation networks—networks capable
of directly serving IP applications and delivering new business applications.

This white paper will provide an overview of the technology behind MPLS, in particular the MPLS-based
VPN service, and explain why it is becoming an important piece of the converged network puzzle. The
paper will also cover migration considerations from more mature technologies, such as frame relay and
ATM services. Although FR is used as an example in this paper, ATM can also be considered in the same
vein as frame relay inasmuch as MPLS VPNs can also provide a migration path for ATM customers.
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MPLS VPN Networking and Migration Considerations

MPLS Moves to the Forefront

MPLS is beginning to take its place as an enabling technology providing a connection-oriented
environment that allows for the traffic engineering (TE) of backbone IP networks and securely isolates
connections of one IP virtual private network (VPN) from another.

In an MPLS TE application, incoming packets are assigned a “label” by a label edge router (LER). Packets
are forwarded along a label switch path (LSP) where each label switch router (LSR) makes forwarding
decisions based solely on the contents of the label. At each “hop”™—the short, individual trips that
packets make, from router to router—the LSR removes the existing label and applies a new label which
tells the next hop how to forward the packet.

Label Switch Paths (LSPs) are established by network operators for a variety of traffic engineering
purposes including performance requirements, routing around network congestion points, and
creating tunnels for network-based IP virtual private networks (VPNs). In some ways, LSPs are similar
to virtual circuits in frame relay and ATM networks. However, MPLS is not dependent upon a particular
Layer 2 technology.

In fact, MPLS can be mapped directly on any Layer 2 connection, including ATM, frame relay, PPP over
SONET (POS), and Ethernet. When used with these technologies, labels simplify the integration of cell
switches and routers by providing a set of addressing, routing, and management procedures common
to both Layer 2 and Layer 3 equipment.

When used in a VPN context, as shown in the figure below, a Provider Edge (PE) router interfaces to a
Customer Edge (CE) router that can belong to different VPNs. An MPLS core network connects these
PE routers using tunnels. MPLS VPN technology then uses an additional MPLS label inside the tunnel
to keep VPN traffic from one customer securely separate from that of another. This “stacking” of labels
gives MPLS considerable flexibility beyond that found in older systems, such as FR and ATM.

The power of an MPLS VPN is that it enables enterprises to leverage existing network infrastructure and
resources to create next generation networks capable of exploiting the flexibility and scalability of IP
routing. The MPLS VPN can also be configured with support for IP QoS. Lastly, an MPLS VPN provides the
same degree of security (in terms of separation and isolation) and reliability that frame relay customers
have come to expect from their existing data networks. The separation and isolation means that an MPLS
VPN is not directly accessible from the Internet, is isolated from other VPNs, and forms an intranet among
only sites in a customer’s VPN.

Migration Rationale

A predominant networking trend is the migration of frame relay customers to MPLS VPN environments.
Typically, data network managers adopt frame relay because of its proven track record of providing
reliable, securely isolated, and economical transport services. Typically service providers can offer
feature-rich services, support global coverage, and service all their locations.

Frame relay has been, and continues to be, a data networking standard for businesses around the
globe. Since its introduction in 1991, frame relay has provided comparable security, isolation, and
reliability to private line services, but at a lower price. One important factor that has enabled the
success of frame relay is the reduction of network error checking and retransmission for each hop of
a virtual circuit as was done in X.25. The end application (e.g., TCP) can validate that traffic had arrived
properly, or automatically resend traffic when it did not. Retransmission is a redundant function
performed in X.25, which is eliminated by frame relay.

MPLS-based VPN Model
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